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STOT OKYMEHT BXOAMT B KOMMAEKT NocTaBku npogykTta ViPNet, 1 Ha Hero pacnpocTpaHstoTcs BCe YCNOBUSA JIMLEH3UOHHOIO
cornalleHus.

Hwu ogHa 13 YacTel 3TOro fokyMeHTa He MOXeT ObiTb BOCNPOM3BeaeHa, onybMKoBaHa, COXpaHeHa B 3N1eKTPOHHOM 6a3e AaHHbIX
AN nepesaHa B 1t060M popme nav NtobbIMY CPEACTBAMU, TAKUMM KaK INEKTPOHHbIE, MEXaHWUeckune, 3anucbiBatoLLe an nHave,
ans nrobon uenv 6e3 npeaBapuTENbHOMO NUCbMeHHoro paspelenuns AO «HboTeKC».

ViPNet® sBnsetcs 3apernctprpoBaHHbiM TOBapHbIM 3HakoM AO «HGoTeKC».

Bce Ha3BaHWs KOMMaHW 1 NPOAYKTOB, KOTOPbIE ABNAIKOTCA TOBAaPHbIMW 3HakaMu UaN 3aperncTpupoBaHHbIMU TOBapHbIMU 3HaKaMWy,
nprHagnexat COOTBETCTBYHOLWMM BaajebLaM.

Bce ycnosus akcnnyatauum n orpaHmnyeHuns Ha ucnosnb3osaHue ViPNet PKI Client Windows npuBegeHbl B MpaBuaax nonb3oBaHus,
JIMUEH3MOHHOM COrnalleHnn ¢ KOHeYHbIM NoNb3oBaTeNeM MMBO B APYrow KCnayaTaLMOHHOW AOKYMEHTaLuMW, CONPOBOXAatoLLeNn
ViPNet PKI Client Windows.

AO «NHPoTeKC»

125167, r. MockBa, BH. TEp. I. MyHULMMA/bHbIA OKPYr XOPOLIEBCKUI, yA. BUKTOopeHko, 4. 9, cTp. 1, nomeLy, 47
TenedoH: +7 (495) 737-6192, 8 (800) 250-0260 — 6ecnnaTtHbIN 3BOHOK M3 Poccmm (kpome MockBbI)

Cant: infotecs.ru

Cnyxb6a noagepxku: hotline@infotecs.ru
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O AokymeHTe

JOKyMEHT OnmnCbIBaeT YCTaHOBKY M HAaCTPOKKY MPOrpaMMHOro Komraekca ViPNet® PKI Client Windows
(nanee — ViPNet PKI Client).

JoKymeHT npegHa3HayeH:

ANS aAMUHUCTPATOPOB, KOTOpble ycTaHaBAMBatoT n HacTpamBatoT ViPNet PKI Client Ha koMmnbroTepax

NnoJib30 BaTeneﬁ;

noJsib3oBaTesiel, KOTopble CaMOCTOATENbHO YCTaHaBAMBatoT 1 HacTpamBatoT ViPNet PKI Client Ha
CBOWX KOMMNbOTEPAX.

MpeanonaraeTcs, UTO YMTaTeNb MMEET ObLLee NpeacTaBieHne 06 MHPPACTPYKTYPE OTKPLITLIX KAOUen

(PKI) n o3Hakomuncsa c gokymeHToMm «ViPNet PKI Client Windows. PykoBoacTBoO nosib3oBatens».

CornauweHma 1okyMeHTa

0603HaueHune OnucaHune
HassaHue HasBaHue anemeHTa nHTepdeiica: OkHa, BKAAKM, MO, KHOMKM, CCbIKM
KnaBuwa+Knasuiua CoueTaHme KaBuLL: HaXKMUTE MEPBYIO KNABWLLY U, HE OTMYCKas e€, HaXMUTE BTOPYHO
MeHio > KomaHga MocnesoBaTeIbHOCTb 3/IEMEHTOB UAW AENCTBUIA
Kom Nwms darina, nyTb, GparMeHT Koga Uam KomaHaa B KOMaHAHOW CTpoke

MpumeyaHue. B fokymeHTe MOTYT NPUCYTCTBOBATb CHUMKM MHTepdelica 13 NpeablAyLLX BEPCUi

npoaykTa. |_|03TOMy HEKOTOPbI€ 3N1E€MEHTbI MHTepq)eVlC&l, KOTOpPbl€ HE BINAKOT Ha NOHUMaHWME TEKCTa,

MOTYT BbIrNA4€Tb HE TakK, Kak B NPOAYKTe.

O603HaueHus npn onncaHmMnm KoMaHa B JOKYMEHTE:

KOMaH,CI,bI, KOTOpble MOTyT ObITb BbIMNOJIHEHBI TOJILKO B pexunmMme afMUHUCTPAaTopa, BblAe/IEHbI
KpaCHbIM LIBETOM:

KOMaHIa

I'Iapameprl, KOTOpPble JOJIXKHbI ObITb 3ajaHbl NOJib30BaTeNneM, 3akK/IF04EeHbI B YyrnoBble CKOOKMN:
KOMaHOa <rnapaMmeTp>

HeobszatenbHble napamMmeTpbl NAK Kako4veBblie C10Ba 3aK/HOYEHbI B KBajpaTHbIe CKOBKM:

KOMaHIa <oba3aTeJIbHEM NapaMeTp> [HeoOAs3aTeJIbHED NapaMeTp]

Ecam MOXHO yka3aTb OAMH M3 HECKOJIbKMX MapaMeTpoB, 4OMNYCTMMble BapuaHTbl 3aKNt0UeHb! B
duUrypHble ckobkun 1 pasgeneHsl BepTUKaNbHOW YepToil:

xoMaHIa {BapmanT-1 | BapmaHT-2}

ViPNet PKI Client Windows. PykoBoacTBO agMUHMCTpaTOpa



ObpatHasa CBA3b

KoHTakTHaa nidopmauma
e EAVHbBIA MHOTrOKaHaAbHbIN TenepoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnnaTHbIN 3BOHOK M3 Poccun (kpome MocCkBbl).
o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ana obpalyeHuns B Cyby NoaLep>KKY Yepes3 canT.

Tenerpam-kaHan nogaepxku: t.me/vhd21.

TenedoH i KINEHTOB C paclUMpPeHHOW noasep>KKol: +7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.

AononHuntenbHaa nHbopmauma Ha cante MHdoTeKC
e O npoaykrtax ViPNet.
e O peweHusax ViPNet.
e YacTo 3asaBaemMble BOMpPOCHI.

o  ®opym nosnb3oBatenen npoaykTos ViPNet.

Ecnun Bbl 06HapYXXmMAKN YA3BUMOCTM B MPOAYKTax KOMMaHWK, COOBLMUTE O HUX NO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 ya3BUMOCTAX NPOAYKTOB

NH$oTeKC perynvpyeTcs MoavTUKON OTBETCTBEHHOTO pasrialleHys.

ViPNet PKI Client Windows. PykoBoacTBO agMUHMCTpaTOpa

7


mailto:hotline@infotecs.ru
https://infotecs.ru/support/request/
https://t.me/vhd21
mailto:soft@infotecs.ru
https://infotecs.ru/product/
https://infotecs.ru/solutions/
https://infotecs.ru/support/questions/
https://infotecs.ru/forum/
mailto:security-notifications@infotecs.ru
https://infotecs.ru/disclosure.php

410 HOBOTO B BepcHm 2.1.1

e [Mopaep>kka AMLEH3UA C OTHOCUTEJIbHBIM CPOKOM JenCcTBUsA

Tenepsb B ViPNet PKI Client noaaep>xvBatoTcs AMLEH3NN, CPOK AENCTBUSA KOTOPbIX HAUMHAETCSA C
MOMeHTa Mx akTuBaLmu. OKOHYaHWe CpoKa AeNCTBUS NNLLEH3UN OTObpaXkaeTcs Nocie akTuBaL .

¢ VicnpaBneHue owmnbok

YcTpaHeHbl gedekTbl, BbIBAEHHbIE B XO4€e 3KCnayaTauun npeabiaywmnx sepcuii ViPNet PKI Client,
NoBbILLEHa CTabWAbHOCTb PaboThbl.

M3meHeHuns B npeablaywmnx Bepcnax CM. B NMPUNOXKEHUN |/|CTOpI/Iﬂ Bepcvn7|.

ViPNet PKI Client Windows. PykoBoacTBO agmuHuctpatopa | 8



JInueH3npoBaHue

Mpwn paborte B ViPNet PKI Client 6e3 anueH3nn 4oCTynHO TO/bKO yrpasaeHue ceptudukatamm n CRL.

YT0o6bI NoayumnTh goctyn ko BceM dpyHKumam ViPNet PKI Client, akTuBupyiite AnLLEH3MIO C NOMOLLBHO

danna amuensum nam vepes ViPNet TLS Gateway.

JlnueHsnpoBaHue ¢ NnoMoLLbio darina

Monyunte parin amuensunm B ViHdoTeKC, 3arpysute ero B ViPNet PKI Client n aktnBumpyinte anueHsmnto

(cM. «PykoBOACTBO MO/Ib30BATENA»).

JlnueH3na copepxuT:

. Pa3p6LIJéHHbIe ANA NCNosib30BaHNA KOMIMOHEHTLI U CI)yHKLI,VIVI (BCe nam HEeKOTOopble U3

nepeyncneHHbIx):

o

komMnoHeHT Cloud Unit ans paboTbl ¢ 061auHbIM cepBrcom 3l Ha b6aze ViPNet PKI Service;
KomnoHeHT File Unit ans nognuncu n 3awmndpoBaHuns Gannos;

KoMMNoOHeHT TLS Unit ana yctaHoBneHua TLS-coegnHeHUn ¢ OAHOCTOPOHHEN ayTeHTUdmKaumnen
(ayTeHTUdUWKaLMen cepBepa);

byHKUMA ycTaHoBNeHUA TLS-coeauHeHMl ¢ ABYCTOPOHHeN ayTeHTUdMKaLmen (B3anMHON
ayTeHTUdUKaLMel cepBepa 1 NOAb30BaTENS) A5 KOMMOHeHTa TLS Unit;

komnoHeHT Web Unit ans ncnonbsoBaHus kpuntorpadunyeckmx GyHKUUA B Be6-NpuaoXKeHUsX.

Mpumeuanue. Ana HTTPS-nogkatoueHns kK obnauHomy cepsucy 3l TpebyeTcs amueHsuns,

cogepxawas Cloud Unit n TLS Unit.

¢ MakcumanbHyto Bepcuto ViPNet PKI Client.

e CpoK AeiicTBUA NNLEH3NN.

JNnueHsmpoBaHune yepes ViPNet TLS Gateway

MOXHO HacTpouTb akTBaLuuto avLeH3nmn Yepes ViPNet TLS Gateway. B atom cnyyae akTBaums

nnueH3nn byaet NpoBepATbCA aBTOMaTUYeCcKu Npu yctaHoBaeHn coegmHenmnsa mexay ViPNet PKI Client
n ViPNet TLS Gateway.

ViPNet PKI Client Windows. PykoBoacTBO agMmuHucTpatopa |
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Hauano pabothbl

YcTaHoBKa 1 06HOBAEHWE
AkTnBauwmsa nmuensmm yepes ViPNet TLS Gateway
HacTtpoiika ceTeBbIx NapameTpoB

MIMnopT v akcnopT HacTpoek

ViPNet PKI Client Windows. PykoBoactBo agMUHUCTpaTopa
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YCTaHOBKA Y OOHOBIEHME

OcobeHHOCTH

e YcraHoBuTb 1 06HOBMTL ViPNet PKI Client MOXHO ¢ ucnosb3oBaHWeM yCTaHOBOYHOTO daiina, B
KOMaHZAHOW CTPOKe (CM. HUXKE) MW C MOMOLLHO FPYMMNOBbIX MOAUTUK.

e Ecamy Bac yctaHosneH ViPNet PKI Client Bepcun 1.x, cHauana yZanvTe ycTapeBLUyO BEPCUIO, 3aTEM
yctaHosuTe HoByto. Mpu yaaneHnn ViPNet PKI Client HacTpoliku coxpaHATCs Ha KOMMbloTepe.

e YT10ObI CO3AaTh Ha KOMMbIOTEPE 3aMKHYTYHO MPOrpaMMHYHO cpeay ANsi COOTBETCTBUS TpeboBaHMAM
®Cbh Poccum Kk cpeactBam Kpuntorpaduueckon 3awmutsl Hopmaumm knacca KC3, gonoaHUTeNbHO
yctaHosuTe nporpammy ViPNet SysLocker (cm. «ViPNet SysLocker. PykoBoacTBO nosb3oBaTens»).

YcTaHOBKa 1 0OHOBNEHME C MCMOb30BaHNEM YCTAHOBOYHOTO daina
1 3anyctute yCcTaHOBOUYHbIN daii.
2 O3HaKOMbTECb C ANLEH3MOHHbIM COrflalleHMEM.

3 YTt0bbl NPUHATL YCAOBUS NNLEH3VOHHOTO COr/aLleHus, BbibepuTe 1 NpMHMMAatO ycioBUs
JIMLLEH3MOHHOrO cornalieHus n Haxuute [anee.

4 Bbibepute nanky ans darna c Hactpokamm ViPNet PKI Client. Hactponkn n3 danna byayt
aBToMaTMyeckn npumeHsaTbcs B ViPNet PKI Client:

o [anka nonb3oBaTens (MO yMOAYaHMWIO) — MO3BOJIAET PacNpPOCTPaHATb Pa3Hble HACTPOWKKN ANs
pa3HbIX NO/b30BaTesIel 04HOro KOMMbloTepa. YTobbl He MoayyaTb HACTPOMKN aBTOMATUUECKH,
BbIOepuTe 3Ty Manky v He 3arpy>aiite B Heé ¢alin ¢ HacTponKamm.

o O6uas nanka — NO3BOASET PACNPOCTPAHATb OANHAKOBbIE HACTPOMKWN A/1f Pa3HbIX
noJib3oBaTener ogHoro KomnbtoTepa. Ecam Beibpanm 3Ty nanky, ykaxuTe nyTb K Hew.

5 CnepynTe ykasaHusaMm macrepa.

YcTaHOBKa 1 OB6HOB/IEHME B KOMaHAHOW CTPOKe

<myTh K ycraHoBouHOMy Qainy>\pki client installer.exe [PkiClientLicenseFilePath="<nyTe x

banny muuensur>"] [-g PKI CLIENT EULA ACCEPTED=yes]
rae:
® [PkiClientLicenseFilePath="<nyTe k OQainy auueHs3um>"] — MNapameTp And aBTOMaTUYeCcKomn

aKTMBaLmmn anueH3umn nocne ycraHoskun ViPNet PKI Client;

e [-q PKI_CLIENT EULA ACCEPTED=yes] — MapamMeTp A/f aBTOMaTU4YecKon yCTaHOBKM 6e3 yyacTus
rnoJsib3oBaTens.

ViPNet PKI Client Windows. PykoBoacTBO agmuHuctpatopa | 11



YCTaHOBKa C MOMOLLIbFO TPYMMOBbIX MOANUTUK

MpumeuaHue. MNMoapobHee 06 ycTaHOBKE NPOrpaMMHOro obecneyeHns ¢ MOMOLLbHO TPYMNMOBbIX
NONIMTMK CM. Ha caiTe Microsoft.

Bbl moxete ycraHoBuTb ViPNet PKI Client ¢ nomouysto rpynnoseix noantuk Active Directory. [lns atoro
noTpebytotca painbl n3 komnaekra nocrasku ViPNet PKI Client:

e ¢ain yctaHoBouHoro naketa ViPNet PKI Client —

ViPNet PKI Client <paspamHocTe> MUI <Bepcusa>.msi,

e ¢ain yctaHoBouHoro naketa UPRNG — iuprng <paspazmzocTs>.msi.

[JononHntensHo notpebyetcsa ckavathb ¢ canta Microsoft nporpammy ans cosganuns MST-dannos ORCA
MSI Editor.

[MoaroTtoska K ycTaHOBKe
1 YcraHosute nporpammy ORCA MSI Editor.
2 Cospgante dann TpaHchopmaummn MST B nporpamme ORCA:

2.1 Haxwwure File > Open waun Haxxmute Ctrl+O, 3aTeM ykaxuTe nyTb K daiiny

ViPNet PKI Client <paspsanmHocTb> MUI <Bepcusa>.msi.
2.2 Haxwmute Transform > New Transform.
2.3 B cnucke Tables Bbibepute Tabavuy Property.
2.4 Haxwmwure Ctrl+R.
2.5 B okHe Add Row ana napametpa Property BBeanTe 3HaueHne PKI_CLIENT EULA ACCEPTED.
2.6 [lna cTpoku PKI_CLIENT EULA ACCEPTED yKaxwuTe Value — yes.
2.7 Haxwmute Transform > Generate Transform u coxpaHute daiin TpaHcdopmaumm MST.

3 B npou3BOAbHON CeTeBOI Marke, AOCTYMHOW BCEM KOMMbIOTEPaM, Ha KOTopble TpebyeTcs
yctaHoBuTb ViPNet PKI Client, cozgalite nanky ans ¢ainoB Ans ycTaHOBKU.

4 TomecTuTe B ceTeByto nanky ¢anbl MSI n MST.

YcTaHoBKa

1 B okHe pesakTopa rpynnosbix NOAUTUK BbibepuTe pasgen KoHpurypauma komnbrotepa >
Moantnku > KoHdurypauma nporpamm > YcraHOBKa NporpaMmm.

2 LénkHWTe NpaBOW KHOMKOW MblLLK pa3gen YcraHoBka nporpamMm, Bbibepute Co3gatb > lMaker.
3 [obaBbTe ycTaHOBOYHbIE NAKEThI:

3.1 YkaxwuTe ceTeBoi NyTb K daily iuprng <paspsamuocTs>.msi U HaXMUTE OTKPbITb. B OkHe
PasBepTbiBaHUe nporpaMm Bbibepute MeTos HasHaueHHbIN.

ViPNet PKI Client Windows. PykoBoaAcTBO agmuHuctpatopa | 12
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3.2 YKaxwuTe ceTeBOM NyTb K Gally ViPNet PKI Client <paspsamuocTs> MUI <Bepcus>.msi U
HaxxmuTe OTKpbITb. B okHe Pa3BepTbiBaHMe nporpamm Beibepute MeTog Ocobbiii.

4 B okHe CBOICTB yCTAHOBOYHOrO MakeTa ViPNet PKI Client Ha Bkiagke Mogudukaumm ykaxure
ceTeBOV NyTb K Ppanny MST.

5 T[lepesarpysuTte KOMNbIOTEP NOJ/b30OBATENS.

ViPNet PKI Client 6yaet ycTaHOB/IEH aBTOMaTUYECKM NPU 3anycke OnepaLYioOHHON CUCTEMBI.
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AKTMBaUMA IMLEH3MKM Yepe3 VIPNet
TLS Gateway

Mpumeyanue. ns npnobpeteHus ViPNet TLS Gateway obpatuteck B HboTeKC.

MoapobHee o HacTpoiike ViPNet TLS Gateway cm. «ViPNet TLS Gateway. PykoBoacTBO
aAMWHMCTpaTopa».

Mepeg akTMBaumneln AULEH3NN:
1 Tlonyuute y agmuHunctpatopa ViPNet TLS Gateway:
o Agpec v nopT Ana NMLEH3NPOBAHMA.

o LUenouky ceptndukato TpaHcnopTHoro ceptudukata ViPNet TLS Gateway, ncnonbsyemoro ans
NOAKNOUEHNA K KaHaNy NLEH3MPOBaHMA.

2 [Mepengute B HacTporiku ViPNet PKI Client.

3 YcraHosuTe ceptudmkarel n CRL:

o JInuHbIn cepTudumkat c knrouom 3 ans nogkntoyveHmns Kk ViPNet TLS Gateway, sosepue k
KoTopomy yctaHoBieHo B ViPNet TLS Gateway. CepTudukaT foMKeH COOTBETCTBOBATb
TpeboBaHMAM:

e cepTudumKaT AENCTBUTENEH;
e Ol ceptndukata AeNCTBUTENbHS;
e cepTndMKaT COAEPXNUT pacLUMPEHUS:

e} PaCLumpeHHoe ncnosib3oBaHMe Kjaro4a Co 3HadyeHnemMm HPOBepKa NOAIMHHOCTIA
KJINeHTaQ,

o Wcnonb3oBaHue karoua co 3HaueHnem Undposas nognuce u (nan) CornacoBaHve
KAKOUen.

MpumeyaHue. 3anpoc Ha cepTudumkat MmoxHo co3gatb B ViPNet PKI Client. NogpobHee
cM. «PyKOBOACTBO MO/Nb30OBaTENA>.

o KopHeBoli ceptudmkar YL, B KOTOpoM m3gaH cepTndurKaT Noab30oBaTeNns 414 NOAKAOUEHNS K
ViPNet TLS Gateway, a Takxe Bce cepTmdumKaThl Lienoykm n cootseTctytowwme CRL.

o Llenouky ceptudumkatos TpaHcnopTHoro ceptudpukarta ViPNet TLS Gateway, ncnonbsyemoro gns
NOAKNOYEHUNA K KaHay NLEH3MPOBaHWA.

Ans akTMBauMM INLEH3NM Ha KOMMbOTEPE NOb30BaTENs:

1 Tepengute B HacTpownkn ViPNet PKI Client.

2 B pa3gene JlnueHsuna HaxmuTe Boibpatb cnocob > Yepes ViPNet TLS Gateway.
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3 BseguTe nonyyeHHble agpec v NoprT.

4 BbibepuTe yCTaHOBAEHHbIN cepTUdUKaT 415 NOAKAOUEHWS.

WameHeHne HACTPOAKM aKTHBALMK NULEHINA X

BbifepuTe cnocol aKTHEALMK NHLIEHIWK:
Q) C uecnonsaceanuen hanna nULEHIWN
@ Yepes ViPNet TLS Gateway @

|P-3Apé(_‘ WA AOMEHHOS HMA rlop'r.

192.168.78.71 ©o9an

CepTUhHUKAT ANA NOAKNIGUSHUA,

DencTemTened ¢ 16.08.2023 no 16.08.2024
Beinan nanatenem: CRYPTO-CA

::& CMEHHTE CEpPTIgIMKAT

PucyHok 1. Akmueayus yepes ViPNet TLS Gateway
5 Haxmurte AkTUBUpPOBATH.
6 B 3aBMCUMMOCTM OT MeCTa XpaHeHWs KOHTeNHepa Katouei:

o Xpanunuue ViPNet PKI Client — Beegute naponb xpanunanwa ViPNet PKI Client n Haxxmute
MpoaomKnTb.

o TokeH — BBeauTe PIN-koa.

7 ViPNet PKI Client otnpaeut 3anpoc Ha aktueauuto Ha ViPNet TLS Gateway. [Mocne obpabotku
3anpoca ViPNet PKI Client nepeiigér B coctosiHue JIMueH3usa akTMBMpOBaHa.

Ecan aKTnBaUumAa 3aBepLUNTCA OLIJI/I6K017I, O3HaKOMbTEeCb C npw-lleoﬁ n cneAyﬁTe YKasaHUAM.

AHHyfII/IpOBaHVIe aKTmBauum nnueH3nn

Y106bI 0CBOHOANTL NINLLEH3UIO, HANPUMEP, B C1yYae YBOJbHEHUS COTPYAHMKA:

1 Mepengute B HacTporikm ViPNet PKI Client.

2 B pasgene JlnueHsuna HaxmuTe AHHYIMpOBaTh aKTUBaLMIO U NOATBEPAUTE AENCTBUE.

ViPNet PKI Client Windows. PykoBoACTBO agMuHucTpaTtopa |
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HacTpovika CeTeBbIX MapaMeTpOB

[ns Bbi3oBa kpunTorpapuueckmx GyHKLUMN B BEG-NpunoxeHmsax ¢ nomousto Web Unit
NHTEPHET-COeANHEHME JOKHO BbIMOAHATLCA NO npoTtokoAay IPv4. YTobbl HacTpouTb 3TO:

1 B naHenun ynpasnenuns Windows B kateropun Cetb n VIHTepHeT Haxxmute NpocMoTp cocTosHus
ceTn un 3agau.

2 B okHe LieHTp ynpaBnieHus ceTamu 1 obwmm foctyrnom Haxxmute MameHeHre napameTpoB
apjanTtepa.

3 B okHe CeTeBble NOAKIOUEHMNSA LLENKHUTE NPaBOW KHOMKOM MbILLIM 3Ha4YOK Ballero
WNHTEPHET-COEAMHEHMA U B KOHTEKCTHOM MeHHo Bbibepute CBOWCTBA.

4 B oKHe CBOWCTB Ballero UHTepHeT-coeanHeHus BbibepuTe IP Bepcun 4 (TCP/IPv4) 1 cHummnTe
¢dnaxok IP Bepcun 6 (TCP/IPv6).

U Ethernet: ceoiictea >

Cem  [Ooctyn

Mok nioyeHue yepes:
@ Realtek PCle GbE Family Controller

OmeyeHHEIE KOMIOHEHTEI WCNONE3YIOTCA 3TMM NOOK NIOYEHWEM

IE" MnaHupoBILWK NakeTos Qo5 -

i IP sepcvn 4 (TCP/IPw4)

Oa 4 lMpoTokon MyneTMNNEKcopa ceTesoro aganTepa (Mai

4. Opaitsep npotokona LLDP (MaikpocosT)

[0 4 IPsepcim & (TCP/IPvE)

4. Omsevarowes yotpolficTso ofHapyXeHWA Tononorim K

2. OTBeTYMK 0BHAPYXEHMA TONONOTMM KaHANEHOO YPOE Y

< >
YeTaHosnTe. .. Yoanuts CeoiicTea

Onmcatme

MpoTokon TCP/IP. CTaHpapTHeI NpoTokon rioSansHsx
ceTel, 06ECNeYMBaLNA CEASE MEX LY PESIMYHBIMA
B3aUMOIEACTEYIOLLMMIA CETAMM.

oK Omvena

PucyHok 2. Hacmpolika uHmepHem-coeduHeHus no 1Pv4

ViPNet PKI Client Windows. PykoBoACTBO agMuHucTpaTtopa |
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IMOOPT M 3KCMOPT HaCTpOek

Bbl MOXeTe BbIrpy3uTb YacTb HACTPOEK NPorpaMmbl B Gaiia * . json ¥ MCNOJb30BaTh!
e yto6bl nepeHectn ViPNet PKI Client Ha gpyroii koMnbroTep;
e CO34aTb pe3epPBHYH KOMWUIO HACTPOEK Ha ciy4van cbos B paborTe;

® TNMPUAMEHUTb OANHAKOBbIE HaCTpOVIKM ANA HECKOJIbKUX nosb3oBaTesIen.

PyuHOW NepeHOC HaCTpPOeK MeXAY KOMMbOTEPaMM
1 O3HakoMbTeCb C 0COHEHHOCTAMM MMMOPTa HAaCTPOEK.
2 Ha nepBOM KOMMbIOTEPE 3KCMOPTUPYINTE HACTPOKM.
3 Ha BTOpom KOMMbrOTEpE:
3.1 YcraHosute ViPNet PKI Client.

3.2 VIMNopTupynTe HaCTPOMKM.

ABTOMaTMyeckoe pacnpocTpaHeHne HaCcTpoeK MeXay HECKOJIbKUMK NMON1b30BaTeNAMUA

1 O3HakoMbTeCb C 0COHEHHOCTAMM MMMOPTa HaCTPOEK.
2 Ha ofHOM M3 KOMMbKOTEPOB CETU IKCMOPTUPYNTE HACTPOMKM.

3 HacTtponTe aBTOMaTUYeCKOE pacnpoCcTpaHeHne HacTpoek 13 darna.

OCOBEHHOCTM MMMOPTa HAaCTPOEK

WndposaHme

Bmecte ¢ HaCTpOI;IKaMM mmc])pOBava MMnopTmpyeTca Cnncok nonyaneneVl, eCcin nx CepTI/ICI)I/IKaTbIZ

e 3KCMOPTMPOBaHbI B Gain HacTpoek;

e 160 ycTaHOBAEHbI B kaTeroputo CepTndunkaTbl APYrnx nonb3oBaTtesen.

Ceptudukatsl n CRL
JInyHble cepTUdUKaThl HE UMMOPTUPYIOTCA.

CepTudwkaTbl nosyyaTenein byayT yCTaHOBAEHbI B XpPaHUWLLLE TEKYLLETO MNOb30BaTeNs.

Toukn pacnpocTtpaHeHua CRL

[Ans aBTomMaTnyeckoro obHoBneHus CRL cepTudmkat YL, foakeH 6biTb YCTaHOBAEH B XpaHWauLLe
JIOKasIbHOFO KOMIMbIOTEPA.

ViPNet PKI Client Windows. PykoBoacTBO agMUHKUCTpaTOpa
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TLS v TyHHeNn

Ans npyMeHeHWs HacTponkn Pa3speluaTb coegMHEHUA NPy HEMOJIHOM AOBEPUU K cepTudukaty
cepBepa nocse nmnopta nepezanyctute TLS Unit.

JKCMOPT HaCTPOEK

1 Tepengunte B HacTpowkn ViPNet PKI Client.

2 B pa3gene UmnopT 1 akcnopT HaxmunTe COXpaHUTb HaCTPOIKKU B dain.
3 BbibepuTe u BKIOUMTE D HaCTPOWKM A/ 3KCHopTa.
4 Bbl MOXeTe 206aBUTb ONUCaHWe Gaina HaCTPOEK B COOTBETCTBYHOLLEM MOJIE.

5 HaxmuTe dkcnopTupoBath 1 yKaxuTte nanky ANs coxpaHeHus Gaina HacTpoek.

IMMIOPT HacTpoek

1 Mepengute B HacTporiku ViPNet PKI Client.

2 B pa3sgene MmnopTt n akcnopt HaxxmuTe 3arpysnTb HacTpoiku us daina.
3 Ykaxute nyTb K darnny *.json.
4 BbibepuTte HacTpONKKN 419 MMMOPTa U HaxkMuTe MiIMnopTupoBaThb.

5 [MoaTBepanTe BLIMNOJAHEHWE OMNEepaLym.

ABTOMATUUYECKOE PACNPOCTPaHEHME HACTPOEK U3
danna

B ViPNet PKI Client ectb HacTponku, KOTOpble MOTYT ObITb OAWHAKOBLIMUN ANA Pa3HbIX NOJb30BaTENEN.
Hanpumep, napameTpbl nognucy n WndposaHus, Touku pacnpoctpaHeHmns CRL, Hactponku TLS un
061a4HbIX cepBMCOB. YTOOBI He yKa3biBaTb HAaCTPOMKN BPYUHYHO Ha KaXXAOM KOMMbIOTEPE, Bbl MOXeTe
HacTPOWTb MX aBTOMAaTM4YeCKOe pacrnpocTpaHeHme.

Obwm NopAA0K HACTPOMKM
1 Hactpoirte ViPNet PKI Client Ha ogHom komnbtoTepe (Windows nam Linux).
2 JKCMOPTUPYWTE HAaCTPOMKM (CM. HUXKE).
3 TMomectute dain HacTpoek:
o B CETeBYIO Manky, JOCTYMHY0 Ans Bcex nosab3osatenein ViPNet PKI Client;

o B Manky Ha KOMMbHOTEPE Ka>KA0ro noab3oBaTens.
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4 Topyuwnte nonb3losatensm ykasatb B ViPNet PKI Client nytb Kk danny c HacTpolrikamm
(cM. «PykoBOACTBO MO/Ib30OBaTENA»).

3KCI'IOpTI/IpOBaTb HaCTpOIZKM AN aBTOMaTU4eCKOro pacnpocTtpaHeHA
1 3anyctute Hactpoiiku PKI Client > UmnopTt u skcnoprt.
2 Haxmute CoxpaHUTb HacTponku B dai.

3 Bbibepute Paiin 6yaeT Ncnosib3oBaTbCA A1 aBTOMATUUECKOTO pacnpoCcTpaHeH s HacTpoek.

4 Bunoure @D 3KCMNOPTUPYEMBIE HACTPOMKM, KOTOPbIE HY>KHO YCTAHOBUTbL Ha KOMIMbOTEPaX
APYrvX Noab3oBatenen.

5 BbibepwuTe HaCTPOWMKK, KOTOpPbIE BYAYT Nepe3anuncbiBaTbCs NPV aBTOMaTUYECKOM PacnpoCTpaHEHNUN.

6 Haxmwute dkcnopTupoBaTb U coxpaHuTe Gain C UMeHeM pki client settings.json (MMA
BAOJKHO BbITb TONBKO TaKMM).

70T daiin MOXHO NPUMEHUTb Kak Ha koMnbtoTepe ¢ Windows, Tak v ¢ Linux.

Mpumeuanue. Ecan Bbl 06HOBUTE daiin HacTpoek B OOLLEel Narke, y NoJib3oBaTeNns NosBUTCSA
IE OKHO O MOJNyYEHWNM HOBbIX HAacTpoek. YTobbl X NPYMEHUTB, NOJIb30BaTESO NOTpebyeTcs
nepesanyctntb Bce komnoHeHTsl ViPNet PKI Client.

OTkNOUMTL aBTOMaTUUECKOE nonyyeHme HaCTtpoek

I'Iopyl-l nTe NoJib30BaTeNAM:

1 CmeHuWTb nanky ans daina c Hactporikamu: Hactpoiiku PKI Client > MmnopT v akcnopt >
Hactpoiiku > MNanka nonb3oBarens.

2 Y6eanTbcs, UTO B BbIOpaHHOM nanke HeT daina pki client settings.json.
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OTCcnexmpaHme cobbITU Npn
aBTOOOHOBAeHM CRL

MNpocMoTp cobbITNI 21
HacTtpoiika nogkaroueHuns K npokcn-cepeepy 22
®ainn crlunit.cfg 23
Mepezanyck ViPNet PKI Client CRL Unit Service 24
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[1pOCMOTP COBBITHI

3arpy3ka CRL B ViPNet PKI Client BbINOAHAETCA C MOMOLLBIO CIYXKObI ViPNet PKI Client CRL Unit

Service.

YTo6bl OTChEXMBaTb COObLITUS B paboTe caybbi:
1 Tlepengmnte B nanky C:\ProgramData\InfoTeCS\ViPNet PKI Client\Logs\pki-client-crl-unit.

2 C nowmoubto Nt060ro TEKCTOBOrO pegaktopa oTKponTte pann pki-client-crl-unit.log.

Mpumeuanwue. Ecnn daiin pki-client-crl-unit.log npesbiwaet 10 M6aiT, cobbiTUSA
pa3MeLLaroTca B Heckonbknx darinax. bonee crapble cobbiTns xpaHaTca B paninax
pki-client-crl-unitNNN. log, rae NNN — nopsagkoBbli Homep daiina.
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HacTpovka NoakarueHmd K
MPOKCU-CepPBEpPY

1 TlepelaunTte B Nanky C:\ProgramData\InfoTeCS\ViPNet PKI Client\CRL Unit.

2 B TekcToBOM pegakTope, nojaepxmBarowem koanposky Tekcta UTF-8, otkpolite dpain criunit.cfg
W HacTpoWiTe NnapaMeTpbl MOAKNFOYEHNS.

3 CoxpaHuTe N3MeHeHus.

4 Tlepezanyctute c1y>K0y ViPNet PKI Client CRL Unit Service.
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Gawn crlunit.cfg

®ain crlunit.cfg BKAOUAET B cebs KOPHEBOWM NEMEHT certagent C aTPUBYTOM proxy-settings.
ATpUBYT proxy-settings COAEPXKMUT HACTPOMKM MOAKAHOUEHNSA K MPOKCN-CepBEpaM:

e proxy addr — IP-agpec nav goMeHHOe nMAa 1 NopT,;
® protocol — NPOTOKOA (http, ftp, 1dap, all);

e authtype — cnocob ayteHTMdMKaumm (basic, digest, negotiate, ntlm, any).

BHumMmaHme!

e B 3HaueHun napamMeTpa proxy addr 3anpeweHo ncnoab3oBaTtb ajgpeca co cxemom
socksb5h.

>

Ecnv Ha komMnbloTepe co3faHa 3aMKHyTas NporpaMMHas cpesa B COOTBETCTBUM C
TpeboBaHmamm ®Cb Poccmm k cpeacTBam kpuntorpadpuyeckon 3awmutel nHbopmauum
knacca KC3, 4To6bl 3anpeTuTb HENPUBUAETMPOBAHHbLIM MOJIb30BaTENAM U3MEHATb U YAaNATb
¢ann C:\ProgramData\InfoTeCS\ViPNet PKI Client\CRL Unit\crlunit.cfg,
HaCTpOWTe CPeACTBa KOHTPOAS cpesbl YHKLMOHMPOBAHMS.

Mpumep danna crlunit.cfg
<?xml version="1.0" encoding="utf-8"?>
<certagent>
<proxy-settings>
<proxy addr="msk.proxy-server:3128" protocol="http" authtype="negotiate"/>
<proxy addr="msk.proxy-server:3128" protocol="ftp" authtype="negotiate"/>
</proxy-settings>

</certagent>

ViPNet PKI Client Windows. PykoBoACTBO agMuHucTpaTtopa |
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[lepezanyck ViPNet PKI Client CRL
Unit Service

Mocne yctaHoBku ViPNet PKI Client cnyxxba viPNet PKI Client CRL Unit Service 3anyckaeTcs
aBTOMaTM4eckn 1 pabotaeT B POHOBOM pexunme.

Ecnu Bbl M3MeHUAM Palin crlunit.cfg, Nepesanyctute cyxby ctaHaapTHbiMK cpeactBammn Windows:

1
2

Haxmute couetaHme knasmw Win+R.

B okHe BbinoaHuTb B none OTKpbITb BBEAUTE services.msc.
Bbibepute Cay>x6bbl > ViPNet PKI Client CRL Unit Service.

B KOHTEKCTHOM MeHt0 BbibepnTe OCTaHOBUTD.

B KOHTEKCTHOM MeHIO BbibepuTe 3anycTuThb.

ViPNet PKI Client Windows. PykoBoACTBO agMuHucTpaTtopa |
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HacTtpomka noAkIFOUEHMA K
CcanTaMm, UCMONL3YHOLWMM TLS

[OCT

TpeboBaHusa k ceptudmkatam ans pabotsl TLS Unit 26

HacTtpoiika coBmecTHoM paboTbl TLS Unit u Firefox 28
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TpeboBaHUa K cepTidmKaTaM ANf
paboTtbl TLS Unit

Ceptndukar cepsepa
MpWn NoAKAKYEHUN K CaliTy NPOBEPSETCS:
e UTO CcepTUdMKaT AENCTBUTENEH;
e 3Ol cepTudukaTa feNCTBUTENBHA;
e a/pec callTa COOTBETCTBYET afpecy B cepTudmKaTe;
o cepTUdUKaT COAEPXKUT paclUMPEHUS:
o PacwmpeHHoe ucnonb3oBaHUe KatoUa co 3HayeHneM MNpoBepka NOAJMHHOCTU cepBepa;
o Wcnonb3oBaHue karoua C O4HUM UAN HECKONBKMMU 3HAUEHUAMMU:
¢ LudpoBaHue kntoueis;
e CornacoBaHue Katouels;

e Lndposas nognuce.

/\\g BHumaHme! Eciv He BbINONHAETCA XOTA Hbl OAHO U3 YCNOBUI, cOeanHeHVe He ByaeTt
(B, ycTaHOBAEHO.

Bbl MOXeTe paspewnTb yCTaHOBKY COEAVIHEHI/II\/JI, eC/in HEKOTOpPbIE NPOBEPKN HE BbIMNOJIHEHDI:
® CpOK AGIZCTBMH CepTI/Iq)I/IKaTa WUCTEK UN He HacTtynwn;
® He yAaeTcAa BbIACHUTb, aHHY/IMPOBaH N CepTI/Iq)I/IKaT;

e Lieno4yka CepTI/Iq)I/IKaTOB HenoJiHaa Nan ee HEBO3MOXXHO NPOBEPUTb.

[na atoro:

-_

Mepengute B HacTpolikm ViPNet PKI Client.

Beibepute pasagen TLS.

w N

BbibepuTe PaspeluaTb coegHeHME NPU HEMOJIHOM AOBEPUU K cepTUdMKaTy cepBepa.

4 Haxmute CoxpaHuTb.

Ceptudukat nonb3oBatens
o CepTndukat feCTBUTENEH;
e 3Ol cepTnudukaTa feNCTBUTENBHA;

®  CepTUPUKAT COAEPXUT pacLLUMpPeHNs:

ViPNet PKI Client Windows. PykoBoacTBO agMUHKUCTpaTOpa
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o PaCLIJI/IPEHHOG MCNoJib30BaHMe Kako4Ya CO 3Ha4YeHNeM I'IpOBepKa NOAZIMHHOCTU K/INEHTa,

o Wcnonb3oBaHune katoua co 3HauveHnem Linpposasa noanuce 1 (nnm) CornacoBaHue Katouen.

anIME‘-IaHI/Ie. ﬂ.)’lﬂ NOAKNHOYEHNA K HEKOTOPbIM canitam CepTI/I¢I/IKaT nonb3oBaTena 401KeH

6bITb U34aH B onpeaenéHHbix YL. B aToM cayuae:

1 Y TexHWUecKoW NoAAep KN WKW Ha caliTe noayynte nHopmaLmio ob YLL.
2 [locmotpute nsgatens B ceptndukate nonbsosatens. Ecim ero HeT B cnncke YL,
nosib30BaTeNto HeOHXOAMMO CO3AaTh 3aMnpocC Ha cepTudmKaT, nepeaatb ero B Hy>XHbI YL

¥ NosyumnTh cepTudukar.
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HacTporka COBMECTHOM paboTbl TLS
Unit v Firefox

Ecaun ana poctyna k caitam ucnonb3yetcs bpaysep Firefox, MMnopTupyiiTe KOPHEBON CcepTUPUKAT ViPNet
PKI Client Root B cepTudukatsl Firefox. Ans atoro:

1

MpoBepbTe, uto B Hpaysepe Firefox ncnonb3yroTcs cMcTeMHblE NapaMeTpbl MPOKCK:

1.1 Tepelhgnte B MeHto Hactpoiiku.

1.2 Cnea BblbepuTe pa3zges OCHOBHbIE.

1.3 B rpynne Hactpoiiku cetu Haxxmunte HactpouTs.

1.4 TlpoBepbTe, U4TO B OKHe MapameTpbl coeanHeHus BbibpaHo Ncnosib3oBaTh CUCTEMHbIE
HaCTPOMKM MPOKCU.

DKCNOPTMPYINTE KOPHEBOW CEPTUPMKAT ViPNet PKI Client Root C MOMOLLbIO MEHeaXXepa
cepTMdunKaTos:

2.1 Haxmute coyetaHue knasuw Win+R.

2.2 B okHe BbinoaHutb B nose OTKPbITb BBEAUTE certmgr .msc.

2.3 [llepelignte B cMCTEMHOE XpaHuauLie JloBepeHHble KOPHEBbIE LLIEHTPbI cepTuduKaumm, B
pa3gen Ceptmdukarsbl.

2.4 B cnwucke WENKHWTE NPaBol KHOMKOW MbIlUW CepTUPUKAT ViPNet PKI Client Root.B meHto
BblOepuTe Bce 3agaum > dkcnopr.

2.5 B okHe Macrtep s3kcnopTa cepTMdpurKaToB:

Ha cTpaHuue SkcnopTrMpoBaHue 3aKpbITOro Kjarua Bbibepute Het, He akcnopTupoBaTtb
3aKPbITbIA KAHOU.

Ha ctpaHuue ®opmar akcnoptupyemoro daiina yctaHoB/Te NepekaroyaTens B
nosnoxerue ®annbl X.509 (.CER) B koanposke DER.

Ha ctpaHuue Umsa skcnopTtupyemoro ¢ainna Haxmmte O630p 1 yKaxmte UMs 1 nanky Ans
COXpaHeHMs 3KCNoPTMPYeMOro ceptudukara.

Ha cTpaHuue 3aBeplieHune paboTbl MacTepa aKcrnoprta cepTudukaToB HaxxmuTe Fo0TOBO.

NmnopTtupyiite ceptudumkat viPNet PKI Client Root B Firefox:

3.1 B 6paysepe nepengnte B MeHto HacTpoliku.

3.2 CneBa BbibepuTe paszen MNpuBaTHOCTb M 3awmTa.

3.3 B rpynne 3awwuTta HaxxmuTe NMpocmoTp ceptudukaTos.

3.4 B okHe YnpaBneHue cepTudukatamm BbibepuTe BkAagKy LleHTpbI cepTudmrKaLmm n HaxmuTe
MmnopTtunposatb.

3.5 BbibepuTe cepTUdMKaT ViPNet PKI Client Root WM Haxmute OTKpPbITb.
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3.6 B okHe 3arpyska ceptndukara Boibepute [loBepAaTtb Npu naeHTudmrKaumm se6-cantos 1
HaxxmuTe OK.

3.7 Mepe3anyctute Firefox.
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[lopAa0oK HAaCTPOMKM

1 Y aamunucrpatopa ViPNet TLS Gateway nonyuure:

o ceptudmkat YL, B KOTOpOM M3aaHbl TpaHcnopTHble cepTudukaTbl ViPNet TLS Gateway, a Takxke
npu Haanumm ceptndmkatol Bcex YL n3 yenouku n coorsetcreytowme CRL;

o aapec n nopt ViPNet TLS Gateway A15 NOAKAOUEHNS K TYHHENNPYEMOMY pecypcy.
2 YcrtaHoBuTe nony4yeHHble ceptudumkatol u CRL.

3 Yrtobbl NnogkoUaTbCs K TYHHEAMPYEMbIM pecypcaM C ayTeHTuduKauuen noib3oBatens, ybeautecs,
UTO JIMYHBIA CepTUUKAT, KOTOPbIV BYAET NCMO/Ib30BATLCA A/ NMOAK/IHOYEHUNS, COOTBETCTBYET
TpeboBaHMAM.

4 [JlobasbTe TyHHenupyembln pecypc B ViPNet PKI Client.

5 TMoaknrounTech K TYHHEAVPYEMOMY Pecypcy.
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TpeboBaHUa K cepTidmKaTaM ANf
0aboTbl Tunnel Unit

CepTudukat cepeepa (TpaHcnopTHbi ceptudmkaT ViPNet TLS Gateway)

CepTndukaTt gencTBuTeneH;
30N cepTndukaTa AENCTBUTENBHS;
agpec ViPNet TLS Gateway cooTBeTcTBYeT agpecy B cepTudmkare;
cepTndurKaT COAEPXUT paclUMpPeHNs:
o PacwmpeHHoe ucnonb3oBaHUe Katoua co 3HayeHneM MNpoBepka NOAJMHHOCTM cepBepa.
o Wcnonb3oBaHue katoUva C OJHUM MW HECKOJbKUMU 3HAYEHUAMM:
e lUndposaHue katoueir;
e CornacoBaHue Kato4ew;

e Lundposas nognuce.

/\\g BHumaHue! Ecv He BbINONHAETCA XOTS Hbl O4HO U3 YCNOBUIA, COEANHEHMNE He ByaeT
L ycTaHOB/IEHO.

Ceptndukat nosb3oBartens

CepTudukat AeNCTBUTENEH;
3l ceptndurKaTta AeNCTBUTENBHE;

ceptndukat gobasneH B ViPNet TLS Gateway B cnucok CepTtudukatbl nosb3oBaTtenei >

PaspelueHHble, 1 pa3pelléH gocTyn K TyHHennpyemomy pecypcy (cM. «ViPNet TLS Gateway.
PykoBoacCTBO agMUHUCTpaTOpa»);

cepTMdUKaT COAEPXKUT PacLLMPEHNS:

e} PacumpeHHoe ncnosb3oBaHme Kjaro4a CO 3Ha4yeHneM HPOBepKa NOANNHHOCTU K/NINEHTaQ,

o Wcnonb3oBaHme KaroUva CO 3HaYEHNEM Ll,mq)poaaﬂ noanucb n (VIJ'II/I) CorsiacoBaHMe KAKOUEN.
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[lobaBneHme TyHHeIMpPyemMoro
pecypca

1 Mepengute B HacTporiku ViPNet PKI Client.

2 Bbibepute pazgen TyHHenwn.

3 Haxmwure @ [o6aBunTb TYyHHENb.
4 B none TyHHenb BBeAUTE NPOU3BOJILHOE UMA TYHHEANPYEMOro pecypca.

5 B none Mopt BBEAUTE HOMEP MOPTa JIOKaJIbHOTO CETEBOTO NMHTepdelica Ans obMeHa AaHHbIMU C
TYHHENNPYEMbIM PeCYpPCOM. DTOT XXe HOMep MopTa YKaXuTe B HaCTPOMKaXxX NPUAOXKEHUA ANs
NOAKIOYEHNA K TYHHENPYEeMOMY pecypcy.

I'IpmmeuaHMe. I'IopT He AO0J1XKeH ObITb 3aHAT APYTUM NMPUNOXKEHNEM. ﬂ,OCTyI’IHOCTb nopta MOXHO
npoBepunTb C NOMOLbIO KOHCONbHOM YTUAUTbl netstat.

6 B cnucke EI AyTeHTUdMKaLna KAMeHTa BbIbepuTe TMM NOAKNHOUEHUS K TYHHEMPYEMOMY pecypcy:

o —F — ANA NOAKIHOUEHUSN K TYHHEMpPYEMOMY pecypcy 6e3 ayTeHTudMKaLMm Noib3oBaTens;

o EI — O/ NOAKOYEHUSA K TYHHEIMPYEeMOMY pecypcy ¢ ayTeHTudMKaLmen noab3osarens. B
3TOM C/lyyae B okHe Bblbop cepTudukarta BbibepuTe cepTudukat 1 B 3aBUCMMOCTU OT MeCTa ero
XxpaHeHus BBeauTe napoab xpanuauiwa ViPNet PKI Client nan PIN-kog TokeHa.

7 B none Aapec n NopT yaaneHHoro ysna ykaxute agpec u nopt ViPNet TLS Gateway ans
NOAKNIOUEHUNA K TYHHENNPYEMOMY pecypcy.

8 UYT0b6bI MOAKNOUEHME K TYHHENNPYEMOMY PECYpPCy BbINOJHANOCH aBTOMaTUYeCKM Nocae 3anycka
Tunnel Unit, yctaHoBuTe dpraxkok B cTonbue ABTO.

9 Haxmute .

Hacrpeiicn ViPNet PKI Client — o <
TyHHenMpoBaHHe CBA3M C YOaNeHHbIMH Y3NaMu  BodTy
Nognuce
Q LoGaBuTb TyHHENE TPYNNOBBIE ASACTEMA
Wndposarme @
CepTwdmkarsl Cocrosnne TyHHENb Nopr E Appec W NepT YAANEHHONO y3na ABTO
r—— TecToBbIA TyHHEND 1234 -~ 192.168.78.71 1234 4

k) s

[E) Tyumenn

PucyHok 3. lobasneHue myHHeaupyemozo pecypca

MpumeuaHue. YTobbl OTPeaKkTMPOBaTL WM YAAIUTb TYHHEAVPYEMbIN pecypc, BbibepuTe ero u

HaXXMuTe y nin E COOTBETCTBEHHO.
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[ loAKkrOUEHME K TYHHEeNNPYEMOMY
peCypLy

Ecav npu fo6aBneHnmn TyHHEMPYEMOTO pecypca Bbl YCTaHOBWAM GAaxokK B cTonbue ABTO, CBA3b C 3TUM
pecypcoM byZeT ycTaHOB/IEHa aBTOMaTMUEeCKU Npwu 3anycke nporpammel Tunnel Unit.

YT06bI NOAKAHUNTLCA K YaaNEHHOMY pabouemy ctony no RDP:

MpumeyaHue. MNogkntoueHne K TYHHeMpyeMbIM pecypcam C NOMOLLbHO APYTUX NMPUIOXKEHWNIA U
no ApyrMmMm nNpoTOKO/1aM BbIMOJHAETCA aHaJN0TUYHO.

1 3anyctute Tunnel Unit.

2 Tepenpunte B HacTpowkn ViPNet PKI Client.

3 BblbepuTe pasgen TyHHenn.

4 B cnucke BbiGepuUTe TYHHENMPYEMbIV PECYPC 1 C MOMOLLLIO MepektoyaTens B ctonbue CoctosHme
YCTaHOBUTE COEAUHEHWE C HUM.

Mpumeyanue. [ns paboTbl Cpasy CO BCEMU TYHHENMPYEMbIMU pecypcamun Haxxmute FpynnoBsbie
JAencTBusA 1 BoibepuTe:

o Bi/IlOUUTL BCE TYHHENN — YCTAaHOBUTL COEAUHEHME CO BCEMU TYHHEIMPYEMbIMU
pecypcamu.

e BkatouuTtb aBTO3anyckaemblie — YCTaHOBUTb COEANHEHME C TYHHENVPYEMBIMY pecypcamu,
[/ KOTOPbIX BK/IKOUEHO aBTOMAaTMUeCKOe YCTaHOBJIEHVE COeAVHEHMs Npu 3anycke Tunnel
Unit, eciv coeavHeHWe 6b110 NPepPBaHO BPYUHYHO.

® BbIKIHOUMTbL BCE TYHHENM — Pa30opBaTh COEAMHEHNE CO BCEMU TYHHENNPYEMbIMM
pecypcamu.

* YpanuTb BCce TYHHeNN — yjanuTb BCe TYHHeENUPYeMble pecypcbl.

5 3anyctute ctaHgapTtHyto nporpammy Windows MoakntoueHune K yaaneHHOMy pabouemy ctony.

6 B nose KomnbroTep BBEAMTE aApec MOAKAOUEHNA 127.0.0.1:<mopT>, FAe <mopT>— HOMep nopTa
NokanbHOro ceTeBoro MHTepdelica, 3agiaHHbI NPy J06aBAEHNN TYHHENMPYEMOrO pecypca.

7 Haxmunte MoakntounTs.
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BO3MOXHbIE HEMOAaAKM

HeBO3MOXHO YCTaHOBUTL COeAMHeHMe Mo TLS
[OCT

1 TpoBepbTe, UTO Ha KOMMbIOTEPE YCTaHOBJIEHbI NOC/EAHME NakeTbl 06HOBAeHMI Windows.

2 T[lpoBepbTe, UTO NP BbiKNtOYEHHOM TLS Unit HacTpolikn Npokcn-cepeepa, 3afjaHHble Ha Ballem
KOMMbIOTEpPE, COOTBETCTBYIOT HAaCcTPOMKaM NPOKCU-CepBEPa BO BCEW JIOKAJIbHOW CETU.

3 Ecau Bbl ycTaHaBAMBaEeTe 3aLLUMLLEHHOE COeAMHEHME C CEPBEPOM, NMPUHAAEXaLLMM K TJOKaNbHOM
cetu, ybeamtech, 4To Npu BoikaroueHHOM TLS Unit agpec 3Toro cepepa ykasaH B UCKIHOUEHNAX
HacTpoek napamMeTpoB NPOKCU-cepsepa.

He yaaeTca 3anyctntb KoMNoHeHThbl ViPNet PKI
Client B VirtualBox

1 Tlepengunte B HaCTPOMKN BUPTYyanbHOM MaLLNHBI.

2 Haxwmwute Aucnneit n Bkatoumte nogaepky 3D-yckopeHus.
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PucyHok 4. BkntovyeHue noddepxku 3D-yckopeHus

[lepe3anyck Windows npw BbIKJKOUEHWM

kommnoHeHToB ViPNet PKI Client 8 VMware

Otkntounte yckopeHue 3D-rpadukum B HacTpolikax VMware:

1

2
3
4

BbiknrounTe BUPTYa bHYH MaLLUHY.
Ha Bknaske VM BbibepuTe Settings.

Ha Bknaske Hardware Bbi6epute Display.

B okHe cnpaBa cHumuTe dnaxok Accelerate 3D graphics 1 Haxmute OK.

ViPNet PKI Client Windows. PykoBoactBo agMUHUCTpaTopa
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Virtual Machine Settings

Hardware Options

Device Summary 3D graphics
468 I [ Accelerate 30 graphics I
2 Monitao
[ Hard Disk (NVMe) 64 GB onitors . .
(%) CO/DVD (SATA) Using file Win11-file1.is0 ®Use host setting for monitors
S Network Adapter NAT () specify monitor settings:
[£]UsE Contraller Present Mumber of monitors:
t]i Sound Card Auto detect 1
I )iy Auto detect
Maximum resolution of any one monitor:
2560 x 1600
Digplay scaling
Automatically adjust user interface size in the virtual machine
[stretch mode:
Keep aspect ratio stretch
Stretch the virtual machine display while maintaining the user
interface aspect ratio
Free stretch
Stretch the virtual machine display to fill the user interface, without
maintaining the user interface aspect ratio
Add... Remove

Cancel Help

PucyHok 5. BeikntoueHue napamempa Accelerate 3D graphics

Owmnbka npu pabote B Web Unit

Mpun pabote B Web Unit 6pay3ep MoxeT 0To6pa3nTb oLNbKY:

X
3TOT CalT roBOPWT...

He ynanoce nogxmounteca k ViPNet PKI Client

oK

Y6eaunTech, UTO Y Bac yCTaHOBJ/IEHa NocneHAa Bepcma bpaysepa.

Owmnbkm npm obHoBAeHMM CRL

Ans onpepeneHuns npuumHbl cbos:
1 OrtkpoWiTe dpalin pki-client-crl-unit.log, B KOTOPbIA 3aNNCbIBAtOTCA COBLITUA CTYXKObl ViPNet
PKI Client CRL Unit Service (MO yMOJAYaHWIO HAaXOAWUTCA B Narke

C:\ProgramData\Infotecs\ViPNet PKI Client\Logs\pki-client-crl-unit).

2 B ctpoke cobbITs NOCMOTPUTE 3HAYEHUE Error code.
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Owwunbka paHHbIX (Error code: -4)

BbinonHWTE OAHO 13 AENCTBUIA:

e [IpoBepbTe AOCTYNHOCTb TOUkM pacnpoctpaHeHma CRL. Jns storo 3arpy3ute cnucok CRL Bpy4Hyto:
ckonupymte URL Toukm pacnpoctpaHeHuns CRL B agpecHyto cTpoky 6pay3epa v nepenguTe no Hemy.
Ecam Ha Baw komnbtoTep 3arpy3unca Gann *.crl, 3Ha4mMT, TOUKa PacnpoCTpaHeHns AOCTyrMHa.

e Ecnu B Balel opraH13aumm AOCTYN B MHTEPHET OCYLLLECTBAAETCA Yepe3 NPoKCu-cepeep, B dpaine
KOHOWrypaumm crlunit.cfg yKaxnTe HAaCTPOKM MPOKCU-CepBepa.

Owwnbka 3arpy3kn (Error code: -5)
BO3MOXHO, HeT AoCTyna B MHTEPHET UK K Touke pacnpoctpaHeHma CRL.

Ans yctpaHeHus ownbku:
1 [poBepbTe JOCTYN B UHTEPHET.

2 T[lpoBepbTe focTyn K Touke pacnpoctpaHeHnsa CRL. Ans atoro 3arpy3ute cnncok CRL BpyyHyto:
ckonupywte URL Toukm pacnpoctpaHeHuns CRL B agpecHyro CTpoky bpay3epa 1 nepengute no Hemy.
Ecam Ha Balw KoMNbIOTEp 3arpy3uacs Gain *.crl, 3Ha4MT, TOUKa PacnNpPOCTPaHEHUs AOCTyMHa.

Ceptudwukar He HargeH (Error code: -7)

Monyunte cepTMduKaT n3gatens BbibpaHHON ToUkM pacnpocTpaHeHms CRL 1 yctaHoBWTe ero B
JloKasbHOe XpaHWauLLe KOMMbloTepa.

CRL npocpoueH (Error code: -8)

Cpok gevictBus CRL, 3arpy>KeHHOro 13 ykasaHHOM TOUKM pacnpocTpaHeHus, ncték. Obpatutecs K
agMuHucTpatopy YL,

CRL y>ce yctaHoBneH (Error code: -11)

MonbiTka yctaHoBUTL CRL, KOTOPbIN Yy>Ke ecTb B XpaHuUAuLLe cepTUdUKaTOB.

Owmnbkm npr paboTe C yCTpoMCTBaMmn PyTokeH

Ecnu Bbl co3ganum 3anpoc Ha cepTudurKaT C COXpaHEHMEM Kto4a Ha yCTponcTee PyTokeH, 1 npu
ycTaHoBKe usgaHHoro ceptudukata B ViPNet PKI Client Bo3HukaeT olmbka:

LobaeneHue cepTudHKaToR

Owwbka paboTbl xpaHunKwa 0S5L engine

Van ecamn y Bac BO3HMKAOT OWNGKM MUY NomnbITKe NOANNCaTh nan pacwmndpoBaTb danin ceptudukaTom,
XPaHALWMMCS Ha yCTponcTee PyTokeH:

1 Y3HalTe BepCUO YCTaHOBIEHHOTO NPUAOXEHUSA «[laHenb ynpaBaeHUs PyTokeH».
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2 Ecnmy Bac ycraHoBieHO npunoxeHue sepcun 4.17.0.0, yaannte ero ctaHAapTHbIMU CpeACTBaMuU

Windows.

3 YcTaHOBMWTE MOCIEAHIO BEPCUIO NMPUAOXeEHUS «[TaHenb ynpaBaeHns PyTokeH».

[locne oTknroueHma agto3arpyskm TLS Unit He
YCTAHABAMBAETCA UHTEPHET-COEAMHEHNE

Ecan Bl oTKAtOUMAM aBTO3arpy3ky TLS Unit, nepe3arpysnam KomnstoTep v He CMOrW YCTaHOBUTb

NHTepHeT-coenHeHne, BkatoumTe 1 BolkaoumTe TLS Unit (cMm. «PykoBoaCTBO nonb3oBatensa» > «3anyck u

3aBeplueHne paboTbi»).

[Tocne cmenbl PIN-koaa tokeHa B ViIPNet PKI
Client He yaaetcd BBecTn HOBbIM PIN-kOA

Ecan Bbl cMeHWAM P|N-KO,CI, TOKEHa Npun NoMoLWn YyTUANTbI O6Cﬂy)KVIBaHI/Iﬂ TOKeHa 1 npun seBoae HOBOro

PIN-koza B ViPNet PKI Client nosiBasietcs coobiyeHune o ToM, Uto PIN-Kog HEBEPHBbII:

1 Y6eputech, UTO Ha TOKEHe OTCYTCTBYET annapaTHas nogaepxka anroputmos FOCT

(cM. «PyKoBOACTBO MO/Ib30OBATENAY).

2 TlloakntoumTe TOKEH U y3HaWTe ero slot Id:

ocC

Windows
32-pa3psgHas

Windows
32-pa3psagHasn

Windows
64-pa3spsagHan

Windows
64-pa3psagHas

CemeicTBo
YCTPOWCTB

PyTokeH

JaCarta

PyTtokeH

JaCarta

KomaHp,a ANA BbINOJIHEHNA

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" enum-slots
"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost rutoken.dll"

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" enum-slots
"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost jacarta.dll"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" enum-slots
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost rutoken.dll"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" enum-slots
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost jacarta.dll"

--dll

==@lLlL

--dll

==@lLlL
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PucyHok 6. OnpedeneHue Slot Id nodkntoueHHO20 mokeHa

3 CwmeHute PIN-kog TokeHa. HoBbili PIN-ko4 TOkeHa AoaXeH coBMajaTh C TEM, KOTOPbIV Bbl 3a4a/u B

ytmaunte 06CJ'Iy)KI/I BaHWA TOKEHa:

oC

Windows
32-paspsagHas

Windows
32-paspsagHas

Windows
64-pa3psagHas

Windows
64-pa3spagHan

CemeicTBo
YCTpOWCTB

PytokeH

JaCarta

PyTokeH

JaCarta

KomaHga Aansa BbINOJHEHMA

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" correct-pin --dll
"C:\Program Files\InfoTeCS\ViPNet PKI

Client\bin\softtoken ngost rutoken.dll" --slotid <Slot Id
TokeHa> --0ld-pin <crapem PIN-xom> --new-pin <HOBEM
PIN-xom>"

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" correct-pin --dll
"C:\Program Files\InfoTeCS\ViPNet PKI

Client\bin\softtoken ngost jacarta.dll" --slotid <Slot Id
TokeHa> --0ld-pin <crapem PIN-xom> --new-pin <HOBEM
PIN-xom>"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" correct-pin --dll
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI

Client\bin\softtoken ngost rutoken.dll" --slotid <Slot Id
TokeHa> --old-pin <crapewt PIN-xon> —--new-pin <HOBHIM
PIN-xom>"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" correct-pin --dll
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI

Client\bin\softtoken ngost jacarta.dll" --slotid <Slot Id
TokeHa> --old-pin <crapemt PIN-koO> —-new-pin <HOBBHIM
PIN-xom>"

PucyHok 7. CmeHa lNHa mokeHa

4 TlpoBepbTe rOTOBHOCTb TOKEHA ANS UCMONb30BaHUSA:

ocC

Windows
32-pa3pagHas

CemelicTBO
YCTPOWCTB

PyTokeH

KOMaHAaAﬂﬂBHHOHHEHMﬂ

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" login-check --dll
"C:\Program Files\InfoTeCS\ViPNet PKI
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CemeNncreo

ocC .
ycTpoiicTB

Windows JaCarta

32-paspsagHas

Windows PyTokeH

64-paspsagHas

Windows JaCarta

64-paspsagHas

KomaHga ans BbiNosHEHUsA

Client\bin\softtoken ngost rutoken.dll" --slotid <Slot Id
ToKeHa> --pin <PIN-xom ToxkeHa>"

"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" login-check --dll
"C:\Program Files\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost jacarta.dll" --slotid <Slot Id
TOKeHa> --pin <PIN-kxom ToxkeHa>"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" login-check --dll
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost rutoken.dll" --slotid <Slot Id
ToKeHa> --pin <PIN-kom TokeHa>"

"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\ngost token manager.exe" login-check --dll
"C:\Program Files (x86)\InfoTeCS\ViPNet PKI
Client\bin\softtoken ngost jacarta.dll" --slotid <Slot Id
ToKeHa> --pin <PIN-kom TokeHa>"

PucyHok 8. lposepka 2comoeHocmu mokeHa 011 UCN0/1b308AHUS
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Ictopma BepCcnm

Y10 HOBOrO B Bepcmn 2.1.0

MepeHoc cepTudmkaTa u katoya 3N B o6auHbI cepBUC

Tenepb Bbl MOXeTe NepeHecTn cepTudukat u katoy 3 M3 10KaAbHOTO XpaHWAULWa B 06aauHbIN
cepsuc yepes ViPNet PKI Client.

[JlononHeHa npoBepKa ycuieHHoM kBannduumnposaHHow 3

B cootBetcTBUM ¢ PepepanbHbiM 3akoHOM 06.04.2011 N2 63-3 (pea. 04.08.2023) «O6 31eKTPOHHOM
nognucu» fgobasaeHa BO3MOXHOCTb MPU MPOBepPKe YCUAEHHOW KBaanduLmpoaHHon 3l npoeepaTb
AOMOJIHWTENbHbIE MapaMeTpbl (Hanpumep, CPok AelcTBua Katoda 3MM).

MpocmoTtp nHpopmaumm o ceptndukare

PaHee nHpopmaumsa o cepTndmrkatax otobpaxanacs cpeacteamu OC. Tenepb Bbl MOXeTe
npocmoTpeTb NogpobHyto HGopmaumto o ceptudukate B ViPNet PKI Client.

HoBble WwabnoHbI Ha cepTupMKat

o CneuuanbHbI — /17 yNpaBAeHWs aTpMbyTaMu 1 pacluMpeHrsMU B 3anpoce Ha ceptudmkart. C
MoMOLLbHO LWabioHa Bbl MOXETE 3anpaluvBaTb cepTionkathl B YL, koTopble npesbaBastoT
cneumanbHble TpeboBaHMA K 3ampocy.

o CepTtudpukat 6e30nacHOCTM KANeHTa — ANA U3jaHna cepTudurkaTta, MCNOab3yeMoro npu
nozkntoueHun k Beb-pecypcam no TLS TOCT.

Bo3mo>kHOCTb 3aAaThb Cpok AercTBuA katoua Il npu co3paHum 3anpoca Ha cepTudukar
MoaTtBep>kaeHne onepaumii B o61auHom cepBuce Il

Tenepb B ViPNet PKI Client nogaep>knBaeTcs BbINoJHEHME onepauuin B obaayHom cepauce I,
TpebytoLWwnx noaTBepXKAeHMe: MoANMcaHve 1 pacwmdpoBaHmne daiina, a TakKe co3gaHue 3anpoca Ha
ceptuoukar.
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e Bo3smoxkHocTb noanucbiBatb XML-¢ainbl B o61auHom cepsuce M
e Bo3MoXKHOCTb NoanucbiBaTb Heckosbko XML-¢annos B Be6-npunoxenunsax c Web Unit
e PacwupeH cnucok nogaep>knsaembix OC
o Windows Server 2022 — 64-pa3psgHas;
o Windows 10 — 32/64-pa3psgHas, Bepcusa 22H2, cbopka 19045;
o Windows 11 — 64-pa3pagHas:
e Bepcusa 23H2, cbopka 22631;
e Bepcua 24H2, cbopka 26100.
¢ [lpekpaweHa nogaepxxka OC
o Windows Server 2012 R2 — 64-pa3psagHas;
o  Windows 10 — 32/64-pa3psgHas:
e Bepcua 20H2, cbopka 19042;
e Bepcua 21H1, cbopka 19043;

o Windows 11 — 64-pa3psagHas, Bepcua 21H2, cbopka 22000.

Y10 HOBOrO B Bepcun 2.0.0

¢ JlnueHsnposaHue uepes ViPNet TLS Gateway

Tenepb aktneBuposatb anueH3nio ViPNet PKI Client moxHo vepes ViPNet TLS Gateway. [lna atoro
HeobXoAMMO HaCTPOUTL NapaMeTpbl akTMBaL N, AKTUBALIMA AULLEH3MM ByAeT BbIMOAHATLCA
aBTOMaTM4eCckn Npu yctaHoBaeHun coeanHenns c ViPNet TLS Gateway.

e LleHTpanv3oBaHHOe pacnpocTpaHeHne HacTPoeK

[na LeHTpann3oBaHHOro pacnpocTpaHeHNsa HacTPoek HeobXxoaMMO co3aaTb OBLeAOCTYMHYIO Nanky
N f06aBUTb B Hee dalin ¢ HacTpokamMu. HacTpolikm 6yayT NpMMeHATbCS aBToMaTnyecku, 6e3
HeobxoammocTn HacTpamsaTb ViPNet PKI Client Ha KaXZ0M KOMMbIOTEPE BPYUHY!HO.

e Bo3MOXHOCTb NoANMCbIBaTbL HECKO/IbKO daiinoB B Beb-npunoxeHmax ¢ Web Unit
¢ Hosble napameTpbl Npu co3gaHnn 3anpoca Ha cepTudmkar

o BO3MOXHOCTb 3kcnopTa B PFX-pain ceptndurkata n kntoya 3r7;

o BbIGOP KOAMPOBKM COXpaHEHUA 3amnpoca Ha cepTudukar.

o Toapepxxka FOCT P 34.12-2015 (FOCT 34.12-2018) «Marma» n «Ky3Heunk» ana wmnppoBaHma
daiinos

e Bo3moxkHOCTb BbibOpa anroputma wudposaHusa ana wundposaHus dainnios 1 Npu akcnopTe
ceptudukarta u katova 3 B PFX-daiin

¢ [pekpaweHa noagaepxka FOCT 28147-89 ans wndpposaHusa daiinos

¢ Vcnonb3oBaHue ViPNet OSSL ana peannsauunm Bcex kpuntorpadpuueckux GpyHKLUn
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Y10 HOBOrO B Bepcun 1.7.0

e [Moapep>xka Windows 11 (Bepcus 21H2, cbopka 22000)
¢ V3meHeHuns B nmuensnposaHum TLS Unit

Tenepb BO3MOXHOCTW yCTaHOBEHUA TLS-coeMHEeHWI C OAHOCTOPOHHEN ayTeHTUGUKaLMEen 1
ABYXCTOPOHHeW ayTeHTudMKaumen ¢ nomoubio TLS Unit anueH3npyroTca oTAenbHO.

Jnuensunm ¢ TLS Unit, npnobpeTteHHble A0 Bbixoga Bepcumn 1.7.0, ByayT no-npexxHemy paspeLlaTb
TLS-coeanHeHMA C OAHOCTOPOHHEN ayTeHTUdUKaLMEN N ABYXCTOPOHHEN ayTeHTUdMKaLNeNn.
O6HOBAATL WX He TpebyeTcA.

e [opaep>kka nogkatoueHms K Be6-pecypcam no npotokony TLS Bepcum 1.3
e Bbi6bop napameTpoB kiroua nposepku 3l npun co3gaHnm 3anpoca Ha cepTudmkat

Tenepb Npu co3gaHum 3anpoca Ha cepTudumkat Bbl MOXeETe BblbpaTb NapameTpbl Katoya NpoBepPKU
I, pekoMeHAOBaHHble TexHU4Yecknm komuteTom TK 26 nam komnanwuern Kpuntollpo.

e Cosmectumoctb ¢ Kpuntollpo CSP

YcraHoBka HoBow Bepcuun ViPNet PKI Client Ha komnbtoTep, Ha koTopom ncnonbsyetca Kpuntollpo
CSP, He BavsieT Ha paboTtocnocobHocTb Kpuntollpo CSP. Mpu BO3HMKHOBEHUM ownbok cMm. «ViPNet
CSP. PykoBogacTBO Nosb3oBaTtens» > «YCTaHOBKa W 3anyck nporpamMmbl» > «COBMECTUMOCTb C
nporpammHbiM obecneveHnem Kpuntollpo CSP».

Y70 HOBOrO B Bepcmn 1.6.0

o [oapep>kka paboTbl ¢ HoBol Bepcuein ViPNet PKI Service

Tenepb Bbl MOXeTe NoAKAOYaTbCA K obnayuHbIM cepBucam Ha 6ase ViPNet PKI Service 2.0.
Moagnepxxka pabotbl ¢ ViPNet PKI Service 1.0.4 npekpalueHa.

o [Moaaep>kka BHELWHUX YCTPOUCTB A/ NOAKAIOUEHMA K TYHHeIMpyeMbiM pecypcam

Tenepb AN NOAKNHOUYEHMA K TYHHENNPYEMBIM pecypcaM € ayTeHTuduMKauen nonb3osatens MoryT
NCNob30BaTbCA cepTudmKaThl U Kntoum 3, XxpaHsALWwmMecs Ha BHELLHUX YCTPOMCTBAX.

e HoBsoe nose npu co3gaHum 3anpoca Ha ceptudukar — MaeHTndukauunsa saasutens

B 3anpockl Ha cepTudmkatel gobasneHo none aeHTndurkauma 3assutend. PeannsosaHo B
cooTBeTcTBMM € nNpukazom OCE PO 27.12.2011 Ne795 «O6 yTBepxaeHun TpebosaHui Kk dopme
KBaNMPULUMPOBAHHOIo cepTndukaTa Karoya NPOBEPKM INEKTPOHHON NOANUCH».

e Vi3ameHeHue noaaepxxkn ceptudukaros FOCT P 34.10-2001

Ceptudukatel FTOCT P 34.10-2001 60osbLUe HeNb3a NCMOAb30BaThb ANA NOANMNCAHNA U 3alinbpoBaHma
dannos, a TakxKe AN NOAKAOUEHUS K cavTaM, ncrnonbsyrowmum TLS TOCT, n TyHHeAnpyembim
pecypcam. Tenepb 3T cepTUdrKaTbl MOXHO MCMONL30BaThb TONLKO AN nposepkn 3M1 n
pacwmdpoBaHua daiinos. PeannsoBaHo B cOOTBETCTBUM € JokyMeHTOM ®CB Poccun N@149/7/1/3-58
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o1 31.01.2014 «O nopsgke nepexosa K MCNOb30BaHMIO HOBbIX cTaHAapToB LM n dyHKunK
X3LWNPOBAHMA>.

MN3meHeHunsa B wabnaoHax XML-noanncu

o [obaeneHa noaaepxka nognucu popmarta WS-Security.

o JobaeneHa noaaep>xka TpaHchopMaumm CM3IB 3 (urn://smev-gov-ru/xmldsig/transform).
CmeHa MNWHa Infotecs Software Token

Tenepb Bbl MoxeTe cMeHUTb [MNH Infotecs Software Token.

Y4710 HOBOTO B Bepcun 1.5.1

Jlob6aBneHa nopaepkka wabnoHos XML-nognucn (XMLDSig)

PaHee Bbl MOr/IM ncnosb3oBath noanuce dopmata XMLDSig ans XML-dalinos, HoO He morau
M3MEHUTb NapameTpbl MOAMNUCK, 3aZaHHble MO yMOAYaHWio. Tenepb Bbl MOXeTe co3jaTb CBON
wabnoH XML-noanucu, 4o6aBnTb €ro B HACTPOMKM N UCMOAb30BaTh Npu nognucaHnu XML-dannos.

YnpolueHo nogkatoueHne k cantam, ncnonbsyrowmnm TLS FTOCT c ayteHTUMKaLmen
nonb3oBarens

Bbl MOXeTe xpaHuTb cepTndurKaThl ANA NOAKAOUEHMA K caliTaMm, ncnonbsytowmm TLS TOCT ¢
ayTeHTUdMKaLMel Noib3oBaTess, Ha pasHbix ycTpolicTBax. Hanpumep, Rutoken Lite u Infotecs
Software Token. MNpwu 3TOM paHee nepes NoAKAHOUYEHNEM K CAlTy B HACTPOMKaX HY>KHO Bbl10
BbIOpaTh 3TO yCTpoOIcTBO. Tenepb 3Toro genatb He Hy>xHo. ViPNet PKI Client aBTomatnueckn onpocut
BCE NOAJEPXKMBaEeMble YCTPOMCTBA M NOKAXET CMNCOK MNOAXOAALLMX ANA NOAKAOUEHNS
cepTndunKaTos.

PaclumpeH cnncok BHELHWX YCTPOCTB ANA NOAKAOUEHUSA K caiTaM, ucnonbsyrowmm TLS FTOCT ¢
ayTeHTUdVMKaumel nonb3oBaTens

Tenepb AN NOAKNHOUEHWS MOTYT MCMOAb30BaTbCA ycTpoicTBa Esmart Token, JaCarta SE, PytokeH S.
[obaBneH aHrNMNCKNIA A3bIK

Tenepb ViPNet PKI Client goctyneH Ha aHIIMIACKOM si3bIKe. [epektounTb A3bIK MOXHO B HAaCTPOMKax
O Mporpamme.

Y710 HOBOrO B Bepcun 1.4.0

BbinosHeHue kpuntorpaduyeckux onepauuin Ha ViPNet PKI Service

Ecau B Balen opraHm3aLnmm ans xpaHeHns ceptudukatos u katoden M ncnonbsyetcsa ViPNet PKI
Service, Bbl MOXeTe MOAKNOUNTLECA K HEMY ANA BbINONHEHNA KpUnTorpaduyecknx onepaumii us
nHtepderica ViPNet PKI Client.

YcTaHOBKa IMUHOTO cepTUdurKaTa B KOHTENHEP Katouen
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https://www.oasis-open.org/standards#wssv1.1.1

Tenepb Npu ycTaHOBKE ANYHOTO cepTudukaTa B xpaHuauile ceptudukato Windows Bbl MoxeTe

JOMOJIHUTENbHO YCTaHOBUTL €r0 B KOHTENHEP Karouer. MoXeT BbIiTb M0/Ie3HO, eCan NPU CO34aHNM

3anpoca Ha cepTudmrKaT Bbl COXpaHUAM Kntod Il Ha BHELLUHEM YCTPOMCTBE.

Pa6ora c ¢aiinamm B KoaupoBke Base64

Tenepb Bbl MOXeTe COXpPaHATb Galisibl SNEKTPOHHOM NoANMCK 1 3alwndpoBaHHble dhannbl B
KoAMpoBKe Baseb4, a Takke NPoOBEPATL 3NEKTPOHHYHO NOANUCH GainioB 1 paclmdposbiBaTh Ganbl

B KOAMpOBKe Baseb4.

N3meHeHns B nporpamme TLS Unit

o

o

PaclumpeH Cnmncok BHELLHWUX YCTPOMCTB A8 NOAKNIOUEHWSA K cariTaM, ncnoab3ytowmm TLS TOCT
C ayTeHTUdMKaLMen noab3oBaTens.

PaHblue nogaep>xmBanncb ToNbKo ycTponcTea Infotecs Software Token n Rutoken Lite. B HoBo#
BEPCUM ANA MOAKNHOUYEHNA Bbl MOXETE MCMO/Ib30BaTh yCTporcTBa cemericts Rutoken, JaCarta u
ESMART Token c annapaTHOW NOAAEPXKKON POCCUMCKUX KpUNTOrpaduyeckmx anropmtMos.

[JlobaBneHbl HOBble anropuTMbl LIMGPOBaHUA.

Tenepb Bbl CMOXeTe NOAKAOUATLCA K cailTam, ncnonbsytowmm TLS FTOCT, ¢ anroputMamm
wudposaHma TOCT P 34.12-2015 «Marma» nan «KysHeumk».

HoBas Bepcusa kpuntonpoBaigepa ViPNet CSP

Bmecte c ViPNet PKI Client Tenepb yctaHaBauBaetcs kpuntonposangep ViPNet CSP Bepcun 4.4 (B

npownon sepcun — 4.2.8).

Y70 HOBOTO B Bepcun 1.3.1

Ll,o6aBneHa BO3MOXXHOCTb 3KCMOpPTa U UMMNMOPTa HAaCTPOEeK

Bbl MoxceTe akcnopTmpoBath HacTpoinku ViPNet PKI Client B daiin nam nmnoptnpoBaTb HaCcTPOIKM

u3 darina, Hanpumep, ans neperoca ViPNet PKI Client Ha HOBbI KOMNbIOTEP MAK ANS

BOCCTaHOBNEHWNA HAaCTpoOeK n3 pe3epBHO|7| Konun.

N3meHeHns B nporpamme Tunnel Unit

@)

[JlobaBneHa BO3MOXHOCTb yCTaHaBAMBaTb 3allyLieHHble TLS-coesnHeHns ¢ ABYCTOPOHHEN
ayTeHTUdMKaumeri no anroputMmam FOCT ¢ TyHHeanpyembimm ViPNet TLS Gateway pecypcamu.

,Cl,o6aBneHa BO3MOXXHOCTb pa6OTbI C TYHHeAnpyemMmbiMn pecypcamun 4yepe3 KOHTEKCTHOE MEHHO
3Hau4kKa nporpamMmmbl B obnactu yBe,ﬂ,OMHEHMPI.

N3meHeH nHTepdelic pasgesna TYHHEAN B OKHE HacTPOeKk:

e B HOBOW BepcuM TYHHENUPOBaHMe CBA3N C yAaNeHHbIMU y31aMy BKAOYaeTCA
aBTOMaTMuecku npwm 3anycke nporpammbl Tunnel Unit. B cBs3n ¢ 3tum 6bin yHpaH
nepeksitoyaTesb B BEPXHEN YacTu OKHa.

o [lns ynpoLieHns paboTbl C HOAbLINM KOJIMYECTBOM TYHHENNPYEMbIX PECYpPCOB bBblna

fobasneHa KHornka @ lpynnoBble gencTBuA.
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e Cronbel Cratyc cBA3n nepenmeHoBaH B CocTosHMe. [NepekatoyaTesib B 3TOM CToNbLe
3ameHeH ¢ YcrtaHoBaeHa/Owmnbka Ha Bkn./Bbika.

e Cronbel HazBaHue TyHHensA nepenmeHoBaH B TyHHenNb.
e  Cronbel JlokanbHbIA NOPT nepenmeHoBaH B Mopr.

e [lo6aBneH ctonbey 3awmra coeanHeHUA cepTUdUKaATOM A5 OTOBpaxKeHus Tuna
TLS-coeanHeHMs (C OAHOCTOPOHHEW UK ABYCTOPOHHEN ayTeHTUdUKaumnen) ¢
TYHHENNPYEMbIMU pPecypcamu.

e [JlobaBneH ctonbel, ABTO, cosepxallmii Gaaxkkm Aas aBTOMaTUUYECKOro YCTaHOB/IEHNS
CBS3U C TYHHENNPYEMbIMU pecypcamMu npwu 3anycke nporpammbl Tunnel Unit.

N3meHeHus B MHTepdelice

o Pa3spgen CRL nepenmeHoBaH B U3patenn CRL.

o [JobaeneH paszen Mimnopt/Skcnopr.

JobaBneHa BO3MOXHOCTb 3KcnopTa ceptudukatos B CER-dpalinbl

B npeabiayweri Bepcun ViPNet PKI Client MOXHO 6b110 3KCMOPTMPOBaTL TOILKO INYHbIE
ceptTudukaTbl BMecTe ¢ katouom M B PFX-dainibl. B HOBOI Bepcum Bbl MOXeTe 3KCNOPTUPOBATh
Nn4Hble cepTuduKaTbl 1 ceptndmkaTel nonyyateneli B CER-darinbl (bopmat X509 ¢ kogmposkoit
DER). MoapobHee cm. gokymeHT «ViPNet PKI Client. PykoBoacTBO agMuHucTpaTopa», pasgen
«IKCMNOPT CEPTUPUKATOB.

MN3meHeH cnncok noaaep>XmnBaeMbiX onepaunoHHbIX CUCTEM

HauuvHas c Bepcum 1.3.1, gobasneHa nogaepxka OC Windows Server 2016 (64-pa3psgHas) v
Windows 10 Bepcum 1803.

MpekpatyeHa nogaepxka OC Windows 8 B cBA3M ¢ NpekpaLLeHneM ee Nnogaep>Ku
NPOV3BOAMNTENEM.

Y70 HOBOrO B Bepcun 1.3.0

[ob6aBneH HoBbIN KOMNOHeHT Tunnel Unit

C nomoubto koMnoHeHTa Tunnel Unit Bbl cMOXeTe ycTaHaBAMBaTL 3aliuLLeHHble TLS-coeanHeHus ¢

OAHOCTOPOHHEN ayTeHTUdMKaLmen no anropmtMmam FOCT ¢ TyHHennpyembimu ViPNet TLS Gateway

pecypcamu, ucnonb3yowmmmn npotokoabl RDP, HTTP, SMTP, POP3, IMAP, WebDAV 1 SQL. Ans

KomnoHeHTa Tunnel Unit HeobxoaMMa ANLLEH3MSA, MO3BOAAIOLLLAA UCMO/b30BaTb KOMMOHEHT TLS Unit.

Jo6aBneHa BO3MOXHOCTb 06palleHns B CyXK6y TEXHUUECKOWN NoAAepPIKKU

Tenepb Npu BO3HWKHOBEHUW Henonagok B pabote ViPNet PKI Client Bbl cMoxeTe chopmmpoBathb
apXUB C AaHHBbIMY, HEOBXOANMBIMU ANA aHanM3a NPobaemMbl, 1 OTNPaBUTb €ro B CyX6y
TexHnueckon nogaepxkn AO «MHdoTeKC». MogpobHee cm. sokymeHT «ViPNet PKI Client.
PykoBoACTBO agMUHUCTpaTOpa», pasaen «ObpallueHne B cayxby TEXHNUYECKOW NOAAEPXKKM».

O6HoBneH nHtepdenc ViPNet PKI Client

MepepabotaH ansanH nHtepderica ViPNet PKI Client B cOOTBETCTBUM C KOPNOPATUBHbBIM CTUNEM.
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YnyJyweHa paborta ¢ ceptudmkatammu u CRL
o Bkl MmOXeTe ycTaHaBAMBaTh Heckoabko cepTudurkaTtoB n CRL ogHOBpeMeHHO.

o Bbl MmoxeTe yctaHaBauBath ceptudukatbl n CRL, nepetawms nx B okHo Hactponku - ViPNet PKI

Client B pazgen Ceptudukarsbl.
N3meHeHuns B nporpamme File Unit

o Bbl MOXeTe BbINO/HATL KpUnTOrpaduyeckme onepaunm Ans HeCKobkmx ¢halios
OZHOBPEMEHHO.

o Bbl MOXeTe g06aBnsATb Gaiabl A1 BbINOJHEHUS KPUNTOTrPadUUecKnx onepaunii, nepeTawims nx
B r1aBHOe OKHO nporpammsl File Unit.

Y70 HOBOrO B Bepcun 1.2.0

PacwumpeHHas nogpeprxka anropmutma F'OCT P 34.10-2012

JobaBneHa BO3MOXHOCTb OpraHM3aLm 3amiieHHoro TLS-coeAnHeHNs ¢ MCNonb30BaHNEM
BHELLUHWX YCTPOWCTB, NOAAEPXKMBAIOLLMX XPaHEHWNE KIHOUEN, CO3AaHHbIX Nno anroputmy FOCT P
34.10-2012.

N3meHeHus B MHTepdelice
B nHTepdeiic okHa Hactpotiku ViPNet PKI Client 66111 BHeCeHbI ciefytoLme n3MeHeHUs:
o Bknagka MeHepyxep cepTndmkaros 3ameHeHa Ha Bkaagky CepTudukarbl.

o [JobaeneHa Bknagka CRL. iHpopmauums o cepTudmkaTtax nsgatesein n Toukax pacnpoctpaHeHus
CRL Tenepb oTobpaxkaeTcs 34ecCh.

o [JobasneHa Bknagka TLS gns HacTponku TLS-coesuHEH WA,
Paborta c ceptudpmkaramu n CRL

B npepapbiayLel Bepcum yctaHoBKa ceptudumkatos u CRL ocylecTBAs aCh C MOMOLLbIO OCHACTKM
CepTtudukarsbl.

B HoBow Bepcuun ViPNet PKI Client B paboTe ¢ ceptudukatamu n CRL npousownu cnegyrouime

N3MEHEHNA!

o [JlobaBneHa BO3MOXHOCTb ycTaHOBKM cepTudukaToB n CRL ¢ nomouybto okHa Hactpoiiku
ViPNet PKI Client.

o [JobaBneHa BO3MOXHOCTb MPOCMOTPA YCTaHOBEHHbIX CEPTUPMKATOB U NMOAPOBHON
nHbOpPMaLUK O HUX.

o [lobaBneHa BO3MOXHOCTb COPTUPOBKMN YCTaHOBEHHbIX cepTndmKaToB no rpynnam (JInuHele
ceptudukatbl, CepTndmrkatbl Apyrux nonb3osateneit, Ceptudurkarbl Ha BHELIHUX
ycTpoucTBax, Bce ceptudukatbl) n nmeHun BragensLa.

o ,Cl,o6aBneHa BO3MOXHOCTb q)manpau,mm YCTaHOBI€HHbIX CepTI/ICI)I/IKaTOB no NMeHW Bnajesibla
Nan n3aartenda.
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e Hacrtpoiika TLS-coegnHeHwui

B HekoTOpbIX CiyYasx MOXET BO3HUKHYTb HEO6XOAMMOCTb NOAKNOUEHWS K Beb-pecypcam, y
KOTOPbIX MO0 NCTEK CPOK AencTBuA cepTudmKaTta, MMbO Lienoyka cepTudurkaLmm HenoaHas, nMbo ee
HEBO3MOXHO NpoBepuUTb. B HOBOW Bepcumn Bbl MOXETe ycTaHaBAMBaTh TLS-coeanHeHWe ¢ Taknmum
Beb-pecypcamm (nogpobHee cm. gokyMeHT «ViPNet PKI Client. PykoBoacTBO agmuHucTpaTopa,
rnaBy «Hactpoika nogkntoueHus Kk Beb-pecypcy no npotokony TLS», pasgen «TpeboBaHus K
ceptudukaTy cepBepa A5 yCcTaHOBKM TLS-coeanHeHms»).

Takxe fobaBneHa BO3MOXHOCTb BbIbOpa BHELLHEro YCTPOUCTBa, MOAAEPXKMUBAIOLLErO XpaHEHME
K/tOUel, Ans ycTaHOBKU TLS-coeanHeHus.

Y710 HOBOrO B Bepcmn 1.1.0

e PeanunsosaH komrnoHeHT ViPNet PKI Client TLS Unit.

DTOT KOMMOHEHT NO3BOJISIET YCTaHOBUTb TLS-coeamnHeHne no poccunckmm anroputmam FOCT P
34.10-2001, TOCT P 34.10-2012 n TOCT 28147-89. Bbl cmOXeTe nosy4mTb 40CTyN K Be6-pecypcam,
KOTOpble TPeOYIOT YyCTaHOBKWU TaKOro COeAMHEHNS ana paboTbl C HUMMK.
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TepMUHbI 1 COKpaLLLEHNA

Infotecs Software Token

MporpaMMHOe YCTPOMCTBO A5 XpaHeHUs katoven ¢ nHtepdencom PKCS#11.

AKKpeAUTOBaHHbIN YA0CTOBEPSAIOLLMIA LIEHTP

YA0CTOBEPSIOLWMNIA LLEHTP, aKKPEeAUTOBaHHbIN YNOJHOMOUYEHHbIM GpesepasibHbIM OpraHoM
NCMONIHUTEIbHOW BAACTUN U VI3AaI-OLIJ,Mi;I KBaJ'IM(I)VILI,VIpOBaHHbIe CepTVI(I)VIKaTbI.

KopHesow ceptudukar ViPNet PKI Client Root

CepTtndwukart, ncnonbsyemolin TLS Unit npu usgaHmnm cny>kebHbIx CepTUPUKATOB /1A NOAKAOUEHNA K
caviTam.
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